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Clean Desktop logoff script and recommendations

In an effort to help ensure that confidential data passing through our systems remains confidential and only allow the ‘minimum necessary’ disclosure of PHI, we are providing an example logoff script that will purge files from various parts of a desktop computer when the operator logs off.

It will delete all files from the Internet explorer temporary internet files, which should cover all PHI being accessed through the [X] application, as well as windows temp directories.

As an added feature, we log the execution of the script to a comma separated file (CSV) that can be easily viewed in Excel, sort by PC name and find any exceptions that are not running the script.  This will also provide much needed evidence to an auditor that you are purging your systems of PHI as soon as is practical.

During implementation you must change the location of the CSV file from the default \\SERVERNAME\SHAREPATH directory to a shared directory on an a file server or domain controller.  Please ensure that the users that will be running this script will have create and modify files access to the directory, but would recommend that they not be allowed to delete files from that location.

The responsibility for reviewing the log file should be clearly defined. It is recommended that the person reviewing the log should be responsible for deleting it or archiving it. Another option if no one will be reviewing the log files is to make the deletion of the log file another item to check for in the daily or weekly SBU cleanup process that cleans your servers of unneeded files.

Please feel free to modify the script to suit your individual needs. Should you find any mistakes or implement any major improvements, please share your findings.

We hope that the example script and included instructions are useful to you and help further secure your environments.

Regards,

M E M O R A N D U M








