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What users does this apply to? 

The Electronic Clean Desktop should be deployed to users whose primary role is dealing with data in transit.  This would include Data Entry, Quality Control, Electronic Sorters, and Scanner Operators, and other Data Analysts who use imaging systems or websites that contain PII data.  PII is not stored on these users’ workstations, but it exists there in a possibly cached state.    
Since many organizations within the company have created custom applications, each application must be reviewed to determine if it caches images or data on the local workstation.  The logoff script should be modified to include the cache paths of these custom applications so that with each logoff all PII is shredded. 

Since these user policies are applied via Group Policy, these users should exist in separate OU’s so that the policies can be applied to those users.  
What user accounts can be excluded? 

1. Users who are already using full disk encryption on all workstations that they log into. 

2. Users who never under any circumstances cache PII locally.
3. Users who only access PII from thin clients or Remote Desktop Connections.
4. System accounts used for Production Control.  Production Control system accounts should:

a. Access all data on a server in a secure data center, or
b. Use full disk encryption, or

c. Be located in a secure data center.

Test prior to rolling out to your domain. 

Please test all of these instructions on a small Test OU prior to rolling out to your domain.  Incorrect syntax in a logoff script has the potential to shred important files.  All domains are finicky and have a personality of their own.  Test these instructions prior to using them domain wide.  

Test again prior to rolling out to your domain. 

Please test all of these instructions on a small Test OU prior to rolling out to your domain.  Incorrect syntax in a logoff script has the potential to shred important files.  All domains are finicky and have a personality of their own.  Test these instructions prior to using them domain wide.  

Install the winexit.adm template 
Included in this install package is a small administrative template that controls the registry settings used by the logoff screensaver.  There are only 3 settings that it controls, and these settings are found in the HKEY_USERS\Control Panel\Screen.Saver.Logoff key in the registry on the local workstations.  There are 3 settings that can be modified:
1. Terminate_apps.  This setting closes all applications when the logoff occurs.  This should be enabled.
2. Countdown_Timeout.  This setting determines how long the counter will count down prior to logging off the computer.  The template is set for 6300 seconds or 1 hour and 45 minutes. The template was designed to only have one setting. 
3. Enter_dialogue_Message.  This is the message that the users will see while the countdown occurs.  Currently the default is "Warning! - logoff in progress”

This template will only control the registry settings for all users in regards to the winexit.scr screensaver.  It does not change the screensaver on those machines, or make any other changes.  If you want to standardize the winexit screensaver settings across your enterprise, then apply this template to your default domain policy. The template is located in clean desk install zip in the \ADM Template folder.  The template is called winexit.ADM. 

This ADM template is a slightly edited version written by David Carlin.  David Carlin posted this template on his website at here: http://blog.case.edu/djc6/2005/03/09/automatically_log_off_users
Adding .ADM files to the Administrative Templates in a GPO
In order to add the additional .ADM files to the existing Administrative Templates section in GPO please follow the next steps:
1. Open the Group Policy Management Console (or GPMC) from the Administrative Tools folder in the Stat menu, or by typing gpmc.msc in the Run command.
If you do not have GPMC or cannot install it then you'll need to edit the GPO via the regular means, i.e. from Active Directory Users and Computers management tool (dsa.msc).
2. Right-click an existing GPO (or create a new GPO, then right-click on it) and select Edit.
3. Expand either the Computer settings or Users settings sections of the GPO. Go to the appropriate Administrative Templates section and right-click it. Select Add/Remove Templates.
4. In the Add/Remove Templates window click Add.
5. Browse to the location of the winexit .ADM file and click Open.
6. In the Add/Remove Templates window notice that the new .ADM file is listed, then click Close.
Now re-open the Administrative Templates section and browse to the new settings location.
Disabling GPO settings filtering 
Many custom Administrative Templates, including the winexit administrative template, require you to remove the requirement to show policy settings that can be fully managed in the GPO editor. To do so follow the next steps:
1. After completing the above procedure, browse to the newly added Administrative Template section.
Note that the section is indeed listed, however in the right-pane is empty.
2. Right-click an empty spot in the right pane and select View > Filtering.
3. In the Filtering window click to un-mark the "Only show policy settings that can be fully managed" option. Then click Ok.
4. Notice how the available options are now displayed in the right pane.
You can now configure these options as instructed above.
Modifying the MSI package for your domain
In order to install and configure the logoff screensaver, registry changes must be done on each workstation.  For more details please see MS KB article 156677. In order to simplify this process we have created an MSI file that makes these registry changes.  However, you must edit the MSI file for each domain.  This MSI file will fail on install if you try to install it without making these changes.  
Included in the Clean Desktop package is an application called orca.  Install orca on your workstation.  The installation will install Orca, and create a shortcut in your start menu.  Open Orca.
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From the file menu select Open.  Then browse to the location where you have unzipped the Clean Desk Install\SecureDesktop.msi file.

Select the MSI file and click open. MSI files are very much like Access database files.  On the left hand menu find the table called “LockPermissions” and select it.

On the right you will see 5 columns of data.  The two columns that we will need to edit are Domain and User
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On the top line where the LockObject is WIREG00000008 locate the “Domain” column.  Change the current domain from “My_Domain” to your domain name. 

The User field can remain the same, but you may change it to Authenticated Users if you wish.  This controls the security permissions of the registry field located in SOFTWARE\Microsoft\Windows NT\CurrentVersion\IniFileMapping\Control.ini\Screen Saver.LofOff key and gives the user group read/write access to it as instructed in the KB article.   This is required in order to make the logoff screensaver work for all users.
After you have made these changes, click save under the file menu.  You have successfully prepared the MSI file for installation on your domain.

If the workstation has users from multiple domains authenticating, then you will need to add multiple domains and User permissions to the MSI file.  Contact Travis Pierce for assistance, if this is the case.
Install the MSI package across your domain
Copy the contents of the Clean Desk Install directory to a share that can be accessed via a UNC path.  The install contains 4 files.
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SecureDesktop.MSI should be the install file that you edited with orca.  Included with the winexit screensaver, there are 2 other files:  Sdelete.exe is freeware from http://www.sysinternals.com/.  It is a command line shredding application that not only can shred files, but can shred empty space used on drives.  Sdelete is used in the logoff script.  
Delprof.exe is a utility found in the windows 2003 server resource kit.  It simplifies the deletion of unused profiles.  These utilities are included in the install for your convenience.  These utilities will be needed in order to run scheduled tasks on those workstations so that all PII data can be verifiably shredded and deleted.

The install package will need these files in the same directory as the MSI file during the install.  The install will fail if you exclude any of these files.  The install file will copy winexit.scr, sdelete.exe, and delprof.exe to the system32 folder of all the workstations where the install occurs.  
Included in this install package is a document titled, “AD-MSI-for-Dummies”.  This document was written by Joe Klemencic, the Fermilab Computer Security Coordinator at FNAL.  The document was downloaded from http://home.fnal.gov/~jklemenc/   Follow those instructions to create the install package and to install it through Group Policy.


This MSI install only installs the files and makes the necessary registry changes for the screensaver to work.  It does not configure or make any other changes.  If you would like these files and screensaver available for all users in the domain, then install the package across you entire domain.

Install the logoff script
Included in the install package in the Logoff Script directory are two documents that detail how to install the logoff script.  The document titled, “Clean Desktop script and recommendations memo” is an overview of the process, and the document titled “GPO Logoff Script Installation Instructions”, shows how to configure the logoff script.  The logoff script is titled “LogOff_SDelete.bat”.

The Logoff script uses sdelete.exe to shred files.  Sdelete.exe is installed with the logoff screen saver.

Please follow instructions carefully.  It is very important that you remember to change the \\SERVERNAME\SHAREPATH\ in the batch file to a SERVER\SHARE that your users have access to.

Make the final changes to the Group Policy
Once you have installed the winexit.scr screensaver via Active Directory, you must make these final changes using Group Policies. There are five policies that are used to manage the screen saver. You can access all of them in the Group Policy Editor using this path:
User Configuration | Administrative Templates | Control Panel | Display

This is what the settings look like in the Group Policy Editor. 
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Here's a quick list of the setting details extracted from setting properties. 

Hide Screen Saver tab — Hides the screensaver tab, so users cannot make any changes to the screensaver.  This should be enabled.

Screen Saver — Enables desktop screen savers. This should be enabled. If you enable it, a screen saver runs, provided that the following two conditions hold: First, a valid screensaver on the client is specified through the "Screensaver executable name" setting. Second, the screensaver timeout is set to a nonzero value through the setting or Control Panel.

Screen Saver Executable Name — This needs to be enabled.  The name of the logoff screensaver is “winexit.scr”. 
Password Protect The Screen Saver — This needs to be enabled.

Screen Saver Timeout — Specifies how much user idle time must elapse before the screen saver is launched. When configured, this idle time can be set from a minimum of 1 second to a maximum of 86,400 seconds, or 24 hours. If set to zero, the screen saver will not be started. The default is 15 minutes. Our corporate policy dictates that this should be 15 minutes for any user that may view PII data.  This setting has no effect under any of the following circumstances:

· The setting is disabled or not configured. 

· The wait time is set to zero. 

· The "No screen saver" setting is enabled. 
These settings should be applied to the OU that requires the logoff screensaver.  These settings should be given priority to your default Group Policy settings.
When these settings are changed based on these instructions, the screensaver behaves in the following way.

1. Users cannot view the screensaver tab in the control panel

2. Users cannot make screensaver changes

3. The screen locks and begins a logoff countdown after 15 minutes of inactivity.
4. The user has 1hr and 45 min. to cancel the logoff.

5. The user will still need to login to unlock the screen after 15 minutes. 

6. The logoff countdown will countdown for 6300 seconds (1 hr. and 45 minutes).

7. Once the countdown reaches zero, all applications will be forced closed.

8. The machine will log the console user off.

Weekly tasks that should be run on all workstations
In order to ensure that all PII data is deleted from the computers a weekly job must be run on all workstations.  This weekly task does 2 things:
1. Shred empty space on the C: drive.  This will validate that deleted file are not retrievable.

2. Delete inactive profiles on the workstations.  Profiles that have not been used in 90 days or longer need to be deleted from the workstations.  These profiles may contain PII data that is sitting in temp or cache folders. 

In the Weekly Tasks folder of the install package, there is a batch file called “WeeklyTasks.BAT”.  This sample batch file shows how you can do the above processes quickly each week.  The batch file should be run on a server or workstation that is used to do domain management tasks.  Follow the instruction in the batch file.  
Again, be very careful with these tasks.  The wrong syntax has the potential do shred everything on a workstation.  Also, make sure that deleting old profiles won’t cause any issues.  Some users may be using files within old profiles for some reason.  Files in these old profiles should be moved if needed.


